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IDC INNOVATORS IN AI-INFUSED SECURITY

With the proliferation of digital technologies, enterprises are striving to stay ahead of the increasing 
number and complexity of threats across multiple vectors. To safeguard against critical breaches, it is 
pivotal that enterprises identify and respond to cyberattacks in real time. The influx of artificial 
intelligence (AI) and deep learning technologies is changing the dynamics of how enterprises respond 
to threats and helping them stay ahead of the threats for once. These new "intelligent" security 
solutions from vendors and providers are not just improving the effectiveness of enterprises' 
cyberdefense controls but also transforming the entire cyberdefense life cycle for business customers 
by shifting the value propositions and metrics of their security programs. This IDC Innovators study 
profiles three start-up vendors in the AI-infused security solution market for business customers to 
consider Cybereason, Deep Instinct, and Vectra AI (see Figures 1–4).

FIGURE 1

IDC Innovators in AI-Infused Security, 2018
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FIGURE 2

Cybereason
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FIGURE 3

Deep Instinct
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FIGURE 4

Vectra AI

Source: IDC, 2018
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TECHNOLOGY DEFINITION

This IDC Innovators study examines three start-up vendors that provide AI-infused security products or 
services, or both. The AI-infused security solution is defined as a core security solution that primarily 
leverages on artificial intelligence technologies, including deep learning, machine learning, knowledge 
graphs, and so forth, to quickly detect, prevent, and respond to cyberthreats. 

IDC INNOVATORS INCLUSION CRITERIA

An "IDC Innovators" document recognizes emerging vendors chosen by an IDC analyst because they 
offer an innovative new technology or a groundbreaking business model, or both, and were approved 
by the IDC Innovators Review Panel. It is not an exhaustive evaluation of all companies in a segment 
or a comparative ranking of the companies. 

An IDC Innovators document highlights vendors that meet the following criteria:

 In IDC's opinion, the company exhibits innovative technology or a new business model.

 The company has annual revenue under US$100 million at the time of selection.

 Customers are currently using the company's products and services (i.e., the products and 
services are not conceptual or in the process of being released).

 The product, service, or business model must solve or help alleviate an IT buyer challenge.

In addition, vendors in the process of being acquired by a larger company may be included, provided 
the acquisition is not finalized at the time of publication of the document. Vendors funded by venture 
capital firms may also be included even if the venture capital firm has a financial stake in the vendor's 
company.
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SYNOPSIS

IDC Innovators are emerging vendors with revenue of <US$100 million that have demonstrated either 
a groundbreaking business model or an innovative new technology, or both. This IDC Innovators study 
profiles three emerging vendors in the artificial intelligence (AI)-infused security solution market for 
business organizations: Cybereason, Deep Instinct, and Vectra AI. 

"Feeling the pinch to effectively combat the ever-increasing cyberattacks, organizations have turned to 
AI-infused security solutions that have changed the dynamics of how enterprises identify, prevent, and 
respond to threats, helping them improving the cyber resilience level and effectiveness of enterprises' 
entire cyberdefense life cycle by shifting the value propositions and metrics of their security programs," 
says Cathy Huang, program lead, IDC Asia/Pacific Security Services.
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