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Production Proof of Value (PoV) Overview 

The Vectra Production Proof of Value (PoV) is a 45-day evaluation of the Vectra 
platform deployed in your production environment that demonstrates the ability to: 

In this PoV, Vectra Security Engineers will work with your teams to identify the required 
capabilities you are looking for in a solution and map them to success criteria that can be 
executed in the Production PoV. Some common capabilities include: 

• Run advanced attack simulatuons or Red Team tests to demonstrate how Cognito Detect 
identifies threats clearly and accurately, raising key threats that require action above the 
normal noise that is typically seen.

• Demonstrate how to use Cognito’s security enhanced metadata for more efficient attack 
investigation.

• Review how the solution is easily deployed and scaled in a cloud and on-prem 
environment, thus providing one security solution for both cloud and on-prem.

• Demonstrate the extensive integration capabilities of the platform.

How it Works 
• The Production PoV monitors a segment of your production network traffic, both North-West

and East-West via sensors deployed on premise and/or in your cloud environment.

• The sensors feed valuable metadata into the Vectra platform, again deployed on premise or

in the cloud, to provide advanced detections of possible attacker behaviors that are occurring

before they become a breach.

• The Vectra software can be integrated into your existing SOC workflows and existing security

tools like EDR, Firewalls, and SIEMs.

•Reduce the risk of breach by proactively stopping attacks
and incidents before they become breaches

Reduce the Risk of 
Breach

•Increase team productivity and retention while improving
ROI of security investments

Improve SOC 
Efficiency

•Improve overall security posture and reduce the risk of
complince gaps

Achieve and 
Maintain Compliance

•Enable security and visibility in both hybrid and fully
transitioned cloud environmentsSecurity in the Cloud
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Step 1:  Production PoV Planning and Resourcing 

Prior to proceeding to a Production PoV, Vectra has a number of resources that can help with 
determination of success critiria and possible design, integration and use-case details. These 
resources are available on demand and help provide exposure into how the Vectra platform 
works in detecting advanced threats in progress, how it improves SOC workflows, key 
integration capabilities, and how it is deployed. With this knowledge, criteria for the 
Production PoV can be optimized to ensure the maximum potential from the production test. 
In some cases, the below resources may be a viable alternative to a production test. 

Discuss with your Vectra account team about scheduling a workshop for the following as you 
work to define your test cases and success criteria in preparation for a Production PoV. 

- Vectra Demo Environment: In this environment you get a view into a sample production 
environment with threats ranging from low threat/confidence to high threat/confidence. You 
get to walk through how these threats are scored and visualized in such a way to maximize 
the SOC Analysts time, focusing them in on the most serious threats.  Learn how these 
insights are seamlessly integrated into the metadata to allow for extensive threat hunting and 
triaging of events.

- Attack Simulation Workshop: In this Vectra hosted cloud-based workshop, Vectra Security 
Engineers will execute an assumed compromise attack simulation using real world tools in a 
replicated common IT environment. You will see the typical components of an attack as it 
proceeds across the kill chain and how the Vectra platform detects the behaviors and enables 
SOC Analyst to focus in on that advanced threat. This workshop is key to understanding how 
the Vectra platform differentiates by detecting behaviors that are indicative of an attack in 
progress. Whereas, other offerings only detect discrete events, thus generating a lot of noise 
versus detecting behaviors that are indicative of an attack in progress.

- Custom Testing and Validation Workshop: Taking the concept of the Attack Simulation 
Workshop a step further. In this workshop, we conduct custom testing and scenario 
walkthroughs prior, or in lieu of, running tests in your production environment. A dedicated 
(or shared) environment can be setup for you. You will be given VPN access to the lab and all 
its resources to run your tests.

Step 2: Production PoV Planning and Resourcing 

Once the above resources have been leveraged, you may still find it necessary to do 
a Producton PoV. If so, the following table will detail the typical steps, timeframe, and 
resources associated with running a Production PoV of ther Vectra platform.   
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Timeline Steps Goal Vectra Resource Company 
Resource 

Before PoV 
Scoping/Design 

Determine required 
capabilities and 
derive success 
criteria. If customized 
red team testing is 
required, determine 
required toolsets.  
Determine what 
segment(s) of the 
network to monitor 
and best placement 
for sensors. Schedule 
the timeframe for  

the PoV. 

Security Engineer SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 

Week 1 Install, Integrate, 
and Validate 

Install sensors and 
brain on prem and/or 
in the cloud. 

Security Engineer SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 

Week 2 UX Walkthrough, 
Triage Training 

Training on the Vectra 
platform UX with a 
specific focus on how 
to triage events and 
other system tuning.  
Once complete, the 
solution can be used 
by the SOC and 
Engineering teams to 
execute tests.  

Security Engineer SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 

Week 3 Detection Review 
and PoV Report #1 

Recevice a report of 
the valuable security 
insights provided by 
the Vectra platform – 
provided by Vectra.  
This could be insights 
from tests run, or 
insights gained from 
the production 
network itself.  
Success Criteria will 
be reviewed. 

Security Engineer SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 

Week 4~5 Testing of Use-
Cases and Success 
Criteria 

Run of any specific 
test cases and advise 
on how the Vectra 
platform achieves 
predetermined 
success criteria. 

Security Engineer SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 
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Week 6 Detection Review 
and PoV Report #2 

Receive a report of 
the valuable security 
insights provided by 
the Vectra platform.  
This could be insights 
from tests run, or 
insights gained from 
the production 
network itself. At this 
point all success 
criteria should be 
complete.   

Security Engineer 
and/or Cyber 
Security Analyst 

SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 

Week 6 PoV Close 
Meeting 

Discuss key findings 
of value displayed 
during the PoV and 
how they map to 
value in your 
organization will be 
reviewed. The Vectra 
team will review what 
are the next steps to 
realize the value of 
the Vectra solution in 
your full production 
environment, from 
both a solution and a 
services perspective. 

Regional Sales 
Manager, Security 
Engineer, 
Customer Success 
Manager 

SOC Analyst 
SOC Manager 
Security Engineer 
Security 
Engineering 
Manager 

Production PoV Terms of Use 

The hardware, software and costs associated with services or cloud use are free of charge for 
the duration of the PoV with no obligation for purchase at the end of the PoV term. All 
Vectra Production PoV’s are limited to a term of 45 days, upon which all products supplied by 
Vectra must be returned or purchased. An additional 10 days are provided to accommodate 
for shipping time, for a total of 55 days from ship date. At the end of the PoV term, access to 
the UI will be locked, but the system will continue to operate so that no data is lost, and 
visibility into critical security events can still be detected through API/Syslog events. A 
warning in the UI will be presented during the last 2 weeks of the term.  If an extension is 
required, please work with your Vectra account team. All Vectra Production POVs are subject 
to Vectra’s standard terms of service located at vectra.ai/legal/terms-of-service. 

 © 2020 Vectra AI, Inc. All rights reserved. Vectra, the Vectra AI logo, Cognito and Security that thinks are 
registered trademarks and Cognito Detect, Cognito Recall, Cognito Stream, the Vectra Threat Labs and the 
Threat Certainty Index are trademarks of Vectra AI. Other brand, product and service names are trademarks, 
registered trademarks or service marks of their respective holders. 
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