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Attack implications: 

•	 Data exfiltration
•	 Loss of intellectual property
•	 Business disruption
•	 Reputation damage

As a leading R&D company specializing in advanced materials, FictoTech’s 
high-value intellectual property makes them a prime target for cyberattacks. This 
attack was initiated through a zero-day exploit that was left unpatched in an on-
premises marketing server, where IT does not control software updates.    

Incident background:

•	 Leading R&D company

•	 Hybrid-cloud infrastructure

•	 Uses advanced security measures

•	 Attackers target zero-day exploit

•	 Gain path from on-prem to cloud 

•	 Zero-day exploit exposed

•	 Prevention security not in play

•	 Actors seeking admin access

•	 Possible attempt to expose cloud   

Attack Signal Intelligence vs. Hybrid-cloud Attack
Cyberattack progression from on-premises to cloud evades common defense strategies 
leading to critical threat prioritization in real-time.   

ATTACK ANATOMY
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About Vectra AI 
Vectra® is the leader in hybrid cloud threat detection and response. Vectra’s patented Attack Signal Intelligence detects and prioritizes 
threats across public cloud, SaaS, identity, and networks in a single platform. Vectra’s Attack Signal Intelligence goes beyond simple 
anomaly detection to analyze and understand attacker behavior. The resulting high-fidelity signal and deep context enables security 
operations teams to prioritize, investigate and respond to cyber-attacks in progress sooner and faster. Organizations worldwide rely on the 
Vectra platform and MDR services to stay ahead of modern cyber-attacks. Visit www.vectra.ai. 

Source1: IBM – Cost of a Data Breach 2022 report

45% of all data breaches in 
2022 were cloud based1.

Source 2: Verizon – Data Breach Investigations report 2022

50% of data breaches involve 
stolen credentials.2

The initial exploit posed a detection challenge since IT 
wasn’t in control of the server. This kept EDR out of play 
as the proprietary software had drivers installed that would 
interfere with the agent. This incident was the first time 
that Vectra detected activity on this host, which indicated 

potential attacker progression. Further into the progression, 
EDR didn’t alert due to the actions involving native tools, 
while MFA was also bypassed — validating the need 
for detection functionality capable of alerting on active 
attacker motions.  

Cloud cyberattacks are the new normal

Attackers keep EDR out of play

ATTACK ANATOMY

Prioritizing Tactics

Progressing towards the cloud, attackers navigated the environment with an 
abundance of tactics starting with command and control (C2) to conduct 
recon upon access. The attackers were then able to locate admin accounts, 
add malware to evade MFA and ultimately locate a cloud architecture diagram 
along with gaining access to Azure AD and AWS. During the process, the actors 
claimed possession of high-privileged credentials with the potential to enable 
access critical to parts of the network.  

With an accurate timestamp of the incident and clear threat detections, the analyst was able to catch up to the attacker 
in real-time and quickly disable the infected account and lock down the host.  

Attack Signal Intelligence™ detects and prioritizes:

•	 HTTPS Hidden Tunnel 
•	 HTTPS Tunnel, Port Scan, Port Sweep, 

Suspicious LDAP, RPC Recon
•	 Suspicious Remote Execution

•	 Privilege Anomaly: Unusual  
Account on Host

•	 Azure AD Suspicious Sign-on
•	 M365 Suspicious Email Rule

•	 Azure AD Risky OAuth Application
•	 AWS sign-in
•	 AWS Organization Discovery
•	 AWS User Permission Enumeration


