Identity Is the New Perimeter for
Both Defenders and Attackers

The number of identities

to protect is huge and Attackers are targeting
growing, making the identities in the first and
identity attack surface a later stages of their attacks.

huge target for attackers*

Successful attacks involving identity come at a huge cost

lost in market ransom

capitalization paid even with no ransomware
payment made

Attackers can bypass prevention, such as MFA, and endpoint protection.
Here are examples of different situations when this happens:

ldentity Compromise

* Uses Vishing (Voice Phishing) e Steals employees’ credential
technique to ask IT helpdesk to » .
reset MEA * Initiates multiple MFA requests

in the morning during work hour
* Authenticates to Azure AD

account  Employee approve one of the
MFA requests

* Attackers abusing authenticated * Bypasses MFA automatically via
identities bypasses MFA token theft

* No sign-on required for attacker * Generates convincing emails and
to access connected data landing pages enhanced with Al

* Calls telecom provider pretending * Endpoints don’t monitor identities
to be an employee

e Active network attackers can

* Gets a target identity’s SIM card execute a full attack without any
and receives 2FA codes payloads or suspicious endpoint
Interaction

e Access credentials

* |dentities are synced across the * Rogue employee is bribed by
cloud and network attackers with financial incentives
A compromise in one causes a * Rogue employee harvests data from
compromise in the other Microsoft 365 apps for attackers

And there are numerous scenarios
just like this. Luckily, Vectra Al can detect
attacker behaviors even when prevention fails.

Find out if there’s any gap in your identity security controls:

Sign up for an identity exposure gap analysis


https://www.idsalliance.org/white-paper/2023-trends-in-securing-digital-identities/
https://www.idsalliance.org/white-paper/2023-trends-in-securing-digital-identities/
https://www.cyberark.com/threat-landscape/?prevItm=686770641&prevCol=6824667&ts=3427
https://www.vectra.ai/meet/maad-af



