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� The survey was conducted among 200 IT security decision makers in 
companies with over 1000 employees in Sweden.

� At an overall level results are accurate to ± 6.9% at 95% confidence 
limits assuming a result of 50%.

� The interviews were conducted online by Sapio Research in February 
2022 using an email invitation and an online survey. 

� Please note as a result of rounding, some %s do not add up to exactly 
100%. This is normal when dealing with %s rounded to the nearest whole 
number.

Project overview and methodology
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Key stats

91% have felt 
increased pressure 

to keep their 
organisation safe 
over the past year

82% have experienced a 
significant security event that 
required an incident response 

effort

51% have suffered 
a significant 

cybersecurity 
incident in the past 

year

63% feel they 
could use more 

security talent on 
their team

88% feel their 
security tools are 

effective at 
keeping their 

organisation safe

82% have purchased a 
security solution that has 

failed on at least one occasion



CONFIDENTIAL 5

Summary and Overview

1

2

3

4

5

Prevention trumps detection – Most believe prevention of hackers is more 
important than detecting the threats they pose. Unsurprisingly, 54% of 
companies invest more into prevention tools. 

Poor integration poses dilemmas – Poor integration with other tools is the 
most frequent issue. Equally, most companies feel they may have been 
breached unbeknownst to them. For most, security solutions have failed to 
perform as expected on at least one occasion.

Swedish companies make use of the guidelines – The majority have read the 
cyber security guidelines, with most finding it at least somewhat useful.
However only 15% felt they covered everything.

Regulators and legislators are generally up to speed – The general 
consensus is that regulators have adequate understanding of challenges 
while legislators are well-equipped for designing regulations. Those working 
in finance and owners are more supportive of regulators and legislators.

Room for improvement going forward – Many feel more security talent is 
needed on their team, particularly those who place greater importance on 
the detection of threats as opposed to prevention. Security tools are not 
always reliable and may miss threats. 
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61% believe preventing hackers from breaching defences is more 
important than detection after a breach has already occurred

Q1. If you had to choose one, what do you think is more important – prevention (i.e. stopping hackers from breaching your 
defences) or detection (i.e. finding hackers that have already infiltrated your environment)? Select one 

Base: 200

61%

40% Prevention: prevention is better than 
cure – if a hacker gets in, we've already 
lost
Detection: prevention can't work every 
time – detection is essential to reducing 
harm
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54% invest more into prevention tools
Just under a third spend more on detection (31%)

Q2. How does this belief impact your buying behaviour – do you invest more in prevention tools (e.g. Multi-factor authentication, 
firewalls, etc.) or detection tools (e.g. Threat Detection & Response)? Select one 

Base: 200

54%

31%

16%

I spend more on prevention
I spend more on detection
Roughly the same

52% Finance
21% Manufacturing
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87% feel it is possible or likely they have been breached whilst being unaware of 
it happening

Q3. How likely is it you have been breached and you don’t know about it yet? Select one Base: 200

24%

30%

33%

11%

2%

Very likely

Likely

It’s possible

Unlikely

Definitely not

87% possible 
or likely

81% Finance     
24% Manufacturing
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74% have experienced a significant security event that required an 
incident response effort

Q4. In your career, have you ever experienced a significant security event that required a significant incident response effort?
Select one

Base: 200

82%

18%

96% Finance     
76% Manufacturing

76% Managers 
93% Owners
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Security incidents are most often discovered through alerts from 
security tools (34%)

Q5. When this security event happened, how did the incident come to your attention? Select one * Base: 164

* Only asked to those who 
experienced  a significant 
security event 

34%

33%

13%

12%

9%

Our security tools alerted us to
the incident

Our security team found it
through manual investigation

We were notified by a third
party (e.g. a vendor or

researcher)

We were notified by the
police/law enforcement

We were notified by a
customer

21% Finance     
53% Manufacturing
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82% have purchased a security solution that has failed on at least 
one occasion

Q6. Have you ever purchased a security solution that failed to deliver on its promise? Select one Base: 200

16%

24%

42%

19%

I’ve never bought one 
that did live up to its 

promise

Yes, many times

Yes, it has happened

No

82%
93% Finance     
67% Manufacturing
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Poor integration with other tools is the most experienced issue 
(39%)

Q7. What issues have you experienced? Select all that apply * Base: 163

* Only asked to those who 
purchased a security 
solution that failed to 
deliver on its promise

39%

35%

35%

35%

34%

32%

24%

10%

Poor integration with other tools

Complex to use

Only prevented low-level threats

Did not provide visibility/security across all our
environments (e.g. cloud, endpoints, data centres,

IoT)

Failed to detect modern attacks

Halted legitimate traffic

Over-sensitive or too ‘noisy’

Did not effectively prioritise threats or help with
response

51% Prevention 
22% Detection

43% Managers 
21% Owners

22% Managers 
40% Owners
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There is wide consensus over the importance of a trusted channel 
partner as a guide (90%)

Q8. To what extent do you agree with the following statements: Select one per row Base: 200

45%

40%

36%

31%

31%

45%

40%

44%

43%

38%

I’m grateful I have a channel partner I can 
trust to guide me, as there are so many 

vendors all promising to do the same thing

Traditional approaches don’t protect against 
modern threats – we need to change the 

game when it comes to dealing with attackers

Security guidelines, policies and tools are
failing to keep pace with advances in

cybercriminal Tactics, Techniques and
Procedures (TTPs)

Prevention is becoming obsolete – hackers 
have access to all our prevention tools, so 
they already know how to get around them

Cybercriminals are leapfrogging our current 
security tools – security innovation is years 

behind hacker innovation

Strongly agree Agree

% Agree

90%

80%

80%

74%

69%

93% Finance      
65% IT /Telecoms

85% Finance      
67% Manufacturing

91% Finance      
67% Manufacturing



CONFIDENTIAL 15

83% are confident their security tools would protect against 
sophisticated attacks

Q9. Are you fully confident that your security tools would enable you to detect and protect against the type of sophisticated tactics 
involved in recent attacks? Select one 

Base: 200

41%

42%

16%

2%

Yes, very confident

Somewhat confident

Not fully confident

No, not at all confident

83%

70% Managers 
97% Owners

93% Finance      
74% Manufacturing
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71% of Swedish respondents have read the “Cybersäkerhet i 
Sverige – Rekommenderade säkerhetsåtgärder” guidelines from the 
Swedish NCSC

Q10. Have you read the cyber security guidance…? Select one
Base: 200

71%

23%

6%

Sweden (NCSC)

Yes, I have read the guidelines

No, but I have heard of them

No, I have never heard of them
89% Finance      
45% Manufacturing
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Of those that have read the guidance, 53% found it at least 
somewhat useful
Only 15% felt they covered everything – which drops to 6% for owners

Q11. Have you found the guidance useful when trying to enhance your threat detection and response capabilities? Select one 
* Base: 142

* Only asked to those who 
have read the guidelines

35%

12%

37%

15%

No, this is an area I’d like 
more guidance around
Not really, but I don’t 
think it’s needed
Somewhat, but it could
be more instructive
Yes, I think it has
everything needed

53%76% Managers 
14% Owners

1001 – 5000 employees (45%)
5001 – 10000 employees (73%)
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68% feel regulators have a strong enough understanding of the 
harsh realities that security teams face

Q12. Do you think regulators have a strong enough understanding of the harsh realities that security teams are experiencing? 
Select one 

Base: 200

68%

32%

Yes
No

94% Finance                   
33% Manufacturing

56% C-level Executives 
85% Owners
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57% feel legislators are well-equipped to be making decisions 
around cybersecurity related regulations

Q13. Do you think legislators are well-equipped to be making decisions around cybersecurity related regulations? Select one 
Base: 200

57%

43%

Yes, they are the experts

No, I think more industry
input and collaboration is
required

44% C-level Executives 
84% Owners

87% Finance                   
31% Manufacturing
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Of those who have read or heard of the guidelines, 62% feel the 
guidelines are effective in helping defend against modern cyber-
attacks

Q14a. Do you feel the previously mentioned guidelines are effective in helping organisations defend against modern cyber-
attacks? Select one 

* Base: 188

* Only asked to those who 
have read or heard of the 
the guidelines

62%

20%

18%

Yes
No
Don't know

47% C-level Executives 
86% Owners

91% Finance                   
35% Manufacturing
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Of those who consider the guidelines effective, 46% feel the 
guidelines will help mitigate most threats

Q14b. Why? Select all that apply * Base: 117

* Only asked to those who 
think the guidelines are 
effective

46% 45%
41%

Following these guidelines will help
protect us from the majority of

threats

They help to encourage best
practice

The guidelines help us protect
against modern threats
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Of those who consider the guidelines ineffective, 48% feel the 
guidelines are outdated

Q14c. Why not? Select all that apply 

* Only asked to those who 
think the guidelines are 
ineffective

* Base: 38

42%
39%

29%

13%

I think the guidelines are
outdated

The guidelines do not help
stop cyber attacks

The recommendations
lack depth

They are not fit for
purpose
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22% do not feel confident that they have visibility of all threats 
facing their organisation

Q15. Do you feel confident that you have visibility of all the threats facing your organisation? Select one Base: 200

41%

38%

18%

4%

Yes, I am fully
confident

Yes, I am fairly
confident

No, I feel I have a
number of blindspots

No, it’s impossible to 
have complete visibility

79%

22%

36% Managers             
13% C-Level Executives

9% Finance                   
33% Manufacturing
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There is wide consensus over the board’s ability to be supportive 
and understand the organisation’s security challenges (85%)

Q16. To what extent do you agree with the following statements? Select one per row Base: 200

37%

36%

30%

31%

32%

48%

45%

49%

38%

32%

The board are supportive and understand the 
organisation’s security challenges

Recent high-profile attacks have meant the board is
starting to take proper notice of cyber security

The board’s security decisions are influenced by 
existing relationships with legacy security and IT 

vendors

It’s hard to communicate the value of security to the 
board – how secure you are is notoriously hard to 

measure

The board is a decade behind when it comes to
discussions on security

Strongly agree Agree

% Agree

85%

81%

79%

69%

64% 53% Managers        
84% Owners

51% C-level Executives             
80% Owners

87% Prevention 
71% Detection

89% Finance                   
67% Manufacturing
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91% have felt increased pressure to keep their organisation safe 
over the past year
This increased to 100% for this in finance

Q17. Have you felt increased pressure to keep your organisation safe over the past year? Select one Base: 200

51%

40%

10%

Yes, greatly increased
pressure

Yes, slightly increased
pressure

No

91% 100% Finance                   
79% Manufacturing
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There is wide consensus over the common experience of negative 
emotions or working longer hours (57%)

Q18. To what extent do you agree with the following statements? Select one per row Base: 200

27%

21%

22%

23%

24%

22%

21%

30%

36%

30%

28%

25%

25%

26%

I have had negative emotions – such as depression, anger 
or anxiety – because I have felt so over-whelmed by work

I am working more hours than ever and still don’t seem to 
be able to cover my workload

I have had sleepless nights worrying about work

The pressure I am under is rising to breaking point – I feel 
burnt out and ready to throw in the towel

I sometimes dread going into work and I have called in sick 
because I couldn’t face working that day

I am in constant fire-fighting mode, which makes me very
anxious

I have had to seek help because of work-related stress –
e.g. due to migraines, panic attacks or high blood pressure

Strongly agree Agree
% Agree

57%

57%

52%

51%

49%

47%

46%

28% Managers        
77% Owners

39% Managers        
84% Owners

89% Finance                   
26% Manufacturing

74% Finance                   
24% Manufacturing
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51% have suffered a significant cybersecurity incident in the past 
year

Q19. Has your organisation suffered a significant cybersecurity incident in the past year? Select one Base: 200

51%

42%

8%

Yes
No
Don’t know

34% Managers        
79% Owners

85% Finance                   
55% IT / Telecoms
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Of those who suffered a major cybersecurity attack in the past year, 
the most common experience was having to work all hours or 
having disagreements in the team (35%)

Q20. What was the effect of this incident on you and your team? Select all that apply * Base: 101

* Only asked to those who 
have suffered a significant 
cyber security incident in 
the past year

35%

35%

33%

27%

23%

21%

15%

4%

I had to work all hours

It led to disagreements and arguments in the team –
with finger pointing

I faced pressure from the board to prove our security
practices were sound

It caused my mental health to decline severely

It hurt team morale

I faced disciplinary action

I feared I would lose my job

None of the above
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Respondents are most concerned with cyber-attacks within their 
supply chain (57%)

Q21. Have you worried about the following over the past year? Select one per row Base: 200

20%

23%

23%

21%

21%

19%

20%

37%

30%

30%

31%

29%

31%

27%

The threat of a cyber-attack within our supply
chain that ends up hurting our organisation

The threat of a ransomware attack
successfully encrypting our data

Cloud adoption, because it adds to IT
complexity and creates more cyber risk

The possibility that we’ve been breached but 
don’t know it

Spotting threats amongst a growing number of
security alerts

That hackers know our incident response
playbooks and how to get around them

Pressure from the board to keep the
organisation secure

Yes, so worried it’s kept me awake at night Yes, I’ve been concerned

% 
Concerned

57%

53%

53%

51%

50%

50%

46%

50% Prevention 
66% Detection

40% Managers        
77% Owners

41% Managers        
75% Owners
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63% feel they could use more security talent on their team

Q22. Do you have enough security talent on your team? Select one Base: 1800

30%

33%

38%

No, it feels like each person is doing the
workload of three
No, we are coping, but could use more
staff
Yes, we have enough people

63%
55% Prevention 
73% Detection

81% Finance                   
58% IT / Telecoms
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88% feel their security tools are effective at keeping their 
organisation safe

Q23a. Are your security tools effective enough at reducing the pressures your team faces?  Select one Base: 200

88%

13%

Yes, our security tools give us 
confidence we’re keeping the 
organisation safe
No, they aren’t effective enough

80% Managers        
100% Owners
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Of those who feel their security tools are ineffective, most are 
worried the tools have missed something (72%)

Q23b. Why not? Select all that apply * Base: 25

* Only asked to those who 
think their security tools 
are not effective enough

72%

36%

32%

4%

We are always worried security tools have missed
something

We have too many security tools and they add to the
pressure we face

Security tools flag up too many false positives and
add to the pressure we face

Other

*NOTE: Low base size, 
recommend caution if 
using this data*
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Demographics
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Role

S1. Which of these best describes your role? Select one Base: 200

47%

20%

3%

31%

Manager

C-Level Executive

Director

Owner



CONFIDENTIAL 35

Area of Work

S1a. What best describes the area you work in? Select one Base: 200

69%

32%

IT
Executive Leadership
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Decision-making Influence

S2. How much influence do you have over IT security decisions at your company? Select one Base: 200

71%

30%

I am the main decision
maker in this area

I am one of several
decision makers in this
area



CONFIDENTIAL 37

Industry

S3. Which of the following most closely describes your industry? Select one Base: 200

27%

21%

16%

14%

7%

7%

4%

3%

3%

1%

Finance

Manufacturing

IT / Telecoms

Professional Services (Accounting and Legal)

Retail

Transport / Logistics

Government / Public Sector

Utilities / Energy

Other

Media / Broadcast / Publishing
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No. of Employees

S4. How many people does your organisation employ? Select one Base: 200

68%

24%

9%

1,001 - 5,000 employees

5,001 - 10,000 employees

10,001+ employees
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Age

D1. How old are you? Select one Base: 200

6%

54%

26%

11%

4%

18 to 24

25 to 34

35 to 44

45 to 54

55 to 64
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Gender

D2. Are you… Select one Base: 200

Male
74%

Female
25%

Prefer not to say
1%

Male
Female
Prefer not to say
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We are an enthusiastic team of market researchers based in London. Our
agency is passionate about providing high quality, precise,
cost-effective and efficient solutions for your research needs.

We help our clients in all areas of quantitative and qualitative research,
and welcome complex, challenging briefs. We can help to formulate the
approach, to create the scope and design the process.

We will propose whatever approach works best, and you-can rely on us to
tell you what we really believe, rather than what we think you might want to
hear.

Whether agency, brand, charity, consultancy, you will find us friendly, 
forthright, flexible and fast.

www.sapioresearch.co
m

Sapio Research

http://www.sapioresearch.com/
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