VECTRA

Vectra Al Analyst Experience: MXDR and RUX Improves

Upon MDR and QUX

Respond UX (RUX) Quadrant UX (QUX)

Vectra Al Respond UX offers a unified view with Al-driven
prioritization and a single urgency score for all entities, which
includes hosts, accounts, and more, across all attack surfaces
including network, public cloud, SaaS, endpoint, and identity.

Available: Instant Investigation and Advanced Investigation are
only available in Respond UX.

Available: Metadata in the same UX automatically mapped to
each attack.

Available soon: Email and EDR signal.

Available: Out the box dashboards for cloud, identity, SaasS,
and network.

Available: Full access to Azure AD, M365, AWS, and Microsoft
Azure logs.

Available: Al-prioritization enhancements.

Metadata can be stored up to 30 days.

MXDR supported

The Quadrant UX is the classic Vectra Al experience. It

offers separate threat and certainty scores with separate
host and account prioritization on an easily comprehensible

quadrant view.

® Hosts

Not available: Instant Investigation and Advanced

Investigation.

Metadata available in Recall on a different console.

Not available

Available: Only network dashboards.

Not available: Azure AD, M365, AWS, and Azure logs.

Not available: Most recent updates to Al-prioritization

capabilities.

Metadata can be stored up to 90 days.

MDR supported
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ANALYST EXPERIENCE

MXDR MDR

Vectra MXDR is an expansion of Vectra MDR, aimed at securing Vectra MDR is 24x7x365 managed detection, investigation

hybrid and multi-cloud enterprises even beyond the Vectra Al and response, limited to what is available on the Vectra Al
Platform, specifically EDR management and response. Platform.
24x7x365 management, monitoring, and response 24x7x365 management, monitoring, and response
24x7x365 access to Vectra MXDR analyst 24x7x365 access to Vectra MXDR analyst
Proactive health checks Proactive health checks
Proactive security policy configuration and onboarding Proactive security policy configuration and onboarding
Weekly reports Weekly reports
Available: XDR integration (MDR for EDR) Not available
Available: MDR correlation of EDR and NDR Not available
Available: Adaptable configuration management Not available
Available: Full endpoint remediation Not available
About Vectra Al

Vectra Al is the leader and pioneer in Al-driven Attack Signal Intelligence. Only Vectra Al natively delivers hybrid attack telemetry across
public cloud, Saa$, identity, and networks in a single XDR platform. The Vectra Al Platform with Attack Signal Intelligence empowers
security teams to rapidly prioritize, investigate and respond to the most advanced and urgent cyber-attacks to their hybrid environment.
Vectra Al has 35 patents in Al-driven threat detection and is the most referenced vendor by MITRE D3FEND. Organizations worldwide rely
on the Vectra Al Platform and MDR services to move at the speed and scale of hybrid attackers. For more information, visit www.vectra.ai.
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