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are deploying new services on a weekly or daily basis.’

Rapid adoption of cloud laaS & PaaS

40.1

s Microsoft - 171.4%

2o [XY

Worldwide laaS Public
Cloud Services Market
Grew 40.7% in 20203
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By 2025, more than 99% of
cloud breaches will have a
root cause of customer mis-
configurations or mistakes?

There are 1795 AWS services
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[of those surveyed]
use 4 or more services
while only
%
O
use only S3, |AM, EC2
The next top 3 services are:
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N
Virtual Redshift Relational
Private (data Database
Cloud ware- Service
house) GOSN

Top 3 Challenges:
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of quickly Unauthorized
spun-up app application
Lack of components Not knowing components Inability to
visibility into (1.e.: storage, where or compute audit
what data databases) sensitive Instances
IS being data Is
processed in geographically
the cloud located
and where
317 IT professionals: Variety of sectors:
O
237 Public sector 199%
o DeVOpS / (government and education)
50 A) DevSecOps
IT Security
Eﬂ?%éﬁlg;g?ﬁz?ifégils utilities) 16%
O
25 A Technology 25%
C-staff
Speed is the common Healthcare 139%
denominator for these two teams:
- DevOps: Speed to deliver apps
. SecOps: Speed to detect and Services IVA

remediate threats

3 THINGS YOU CAN D

1sk of cloud
services being exploited using
an Al-driven threat detection
& response solution

Reduce the

(retail and financial)

0 RIGHT NOW TO IMPROVE

|aaS & PaaS SECURITY:
2

Monitor access of the ‘ Review and remove
deployment and the admin-level roles that
configuration of It are no longer used

and/or needed
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I Vectra AWS security Survey 2021
2 https://www.gartner.com/document/4002375
3 https://www.gartner.com/en/newsroom/press-releases/2021-06-28-gartner-says-worldwide-iaas-public-cloud-services-market-grew-40-7-percent-in-2020

*SANS survey, Network security in the cloud, July 2021, https://www.vectra.ai/download/sans-network-security-in-the-cloud
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